
THE SPYDERBAT FALCO
CONNECTOR

Don't just see alerts in isolation, get the full story.
Get the full picture of your Falco events with Spyderbat.

Benefit from the depth of your Falco detection rules combined with Spyderbat’s detections, connected 
via causally linked traces to immediately understand:

What led up to the Falco event including process details, user sessions, and network 
connections.
What other detections are causally connected.
What is the root cause?
What is the full scope and impact?

Spyderbat flags Falco events and scores traces of causally connected activity, including processes and 
network connections, based on any combination of Spyderbat and Falco generated flags. Immediately 
recognize sets of highly concerning activities in your environments or even take automated actions. 

www.spyderbat.com

How does it work?
Configure Falco Sidekick to send Falco 
generated events continuously to 
Spyderbat’s API. The Falco events are 
immediately plo�ed to Spyderbat’s 
continuous CausalContext map to their 
corresponding processes or network 
connections. Immediately see Falco events in 
context in Spyderbat, including other causally 
connected Falco and Spyderbat detections. 
Spyderbat scores every trace of causally 
linked activities to generate notifications and 
optionally take automated actions. 

How do I set it up?
Create a Spyderbat API key and configure 
Falco Sidekick to securely send Falco events 
to the Spyderbat platform using your 
authorized API token.

Is there documentation?
Yes - there is documentation on installing and 
using the Spyderbat Falco Connector available 
on Spyderbat’s public repository.

Required Components
1. Falco and Falco Sidekick
2. Spyderbat Community Edition

From Individual Falco events To a full context Spyderbat trace


